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Glossary  

 

Term Description 
AO Accounting Officer – the individual responsible for security of the organisation. 

IAO Information Asset Owner – individuals who understand what information is held, what is added and 
what is removed, how information is moved, and who has access and why. 

MAY This term is used to state an operational requirement of this Policy. 

SHALL This term is used to state a mandatory requirement of this Policy. 

WILL This term is used to state a recommended requirement of this Policy. 

Risk 
Appetite 

A series of boundaries, appropriately authorised by senior management, which give each level of 
the organisation clear guidance on the limits of risk which they can take, whether their 
consideration is of a threat and the cost of control, or of an opportunity and the costs of trying to 
exploit it. 

SIRO Senior Information Risk Owner – the individual responsible for data loss and data handling. 
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1. Introduction 

1.1.1. As an organisation EWR Co. is ambitious about the way we want to use data, and the 

value we want to create from data within the business, our partners and other external 

parties. 

1.1.2. This Policy forms part of the Information Governance Policies intended to form EWR 

Co.’s overall guidance on our approach to handling data within the organisation, in order 

to achieve our ambition. 

2. Purpose 

2.1.1. The purpose of this Policy is to set out the Company’s approach to handling EWR Co. 

information or ‘data’ and how to approach the risks it faces.  

2.1.2. Whilst the Data Policy outlines EWR Co.’s approach at a strategic level, specific guidance 

on the enforcement and monitoring of the Data Policy may be found within the Data 

Procedure.  

2.1.3. Compliance with the Data Policy is supported by the Policies and Procedures outlined in 

section 4.1. Collectively these set out requirements for all Staff, Contractors, and 

Partners, including the Client-Side Partner. 

3. Scope and applicability 

3.1.1. This Policy applies to all information obtained and processed within the organisation 

held electronically, in manual paper-based filing systems, and in other formats, relating 

(but not limited to):  

• service user information; 

• employee and personal information; 

• organisational, business and operational information; 

• research, audit and reporting information;  

• commercial and contract details. 

3.1.2. This Policy applies to all those having access to information, and IT systems and 

equipment owned or provided by the organisation including employees, contractors 

and Third Parties. All users of EWR Co IT may additionally find device specific guidance 

within the IT Acceptable Use Policy.  

3.1.3. This Policy is owned by the Senior Information Risk Owner (SIRO) on behalf of the Board. 

Questions relating to its content or application will be addressed to the SIRO. 
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4. References 

4.1. Applicable and relevant documents 

Table 1 – Applicable documents for Data Policy 

ID Document number Document title Revision 

1 EWR-EWR-IT-XX-PY-K-
000001 

IT Charter V01 / R01 

2 EWR-EWR-IT-XX-PY-K-
000003 

IT Usage Policy V01 / R01 

3 EWR-EWR-IT-XX-PD-K-
000001 

IT Security Management Procedure V01 / R01 

4 EWR-EWR-IT-XX-PD-K-
000002 

Data Procedure  V01 / R01 

5 EWR-EWR-IT-XX-PD-K-
000003 

Managed IT Procedure V01 / R01 

6 EWR-EWR-IT-XX-PD-K-
000004 

Business Continuity Management and Disaster 
Recovery Procedure 

V01 / R01 

7 EWR-EWR-QM-XX-PD-K-
000010 

Management of Business Process Documentation 
Procedure 

V01 / R01 

4.2. Laws and Directives 

Table 2 – Laws and Directives relating to Data Policy 

ID Legislation/Directive title Issuing body Date 

1 General Data Protection 
Regulation 2018 

European Union 25/05/2018 

2 Data Protection Act 2018 UK Government 23/05/2018 

3 Freedom of Information Act 
2000 

UK Government 30/11/2000 

4 Network and Information 
System Regulation 

UK Government 10/05/2018 

5 Public Records Act UK Government 23/07/1958 

6 Official Secrets Act UK Government 16/05/1989 

 

4.3. Standards 

• The Government Functional Standard for Security (Minimum Cyber Security 
Standard) 2018; 

• The international information security standards: ISO/IEC 27002: 2013, ISO/IEC 
27001: 2013; BS 7799.  
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5. Policy 

5.1. Information Risk Management 

5.1.1. A defined approach is necessary to identify the information risk context of EWR Co., 

ensuring that the organisation is aware of the risks it is prepared to accept to its 

information in the pursuit of the delivery of EWR Co.’s aims and objectives. 

Understanding and working within the organisation’s Information Risk Appetite is at the 

core of protecting the information which drives and supports its business. 

5.1.2. EWR Co.’s approach to Information Risk Management aims to be forward looking, 

innovative and comprehensive and to make the effective management of information 

risk an integral and business-enabling part of everyday practice. It also aims to support 

a culture which encourages continuous improvement and development and a focus on 

proactive rather than reactive Information Risk Management, supporting well informed 

decision making. 

5.2. Threat Background 

5.2.1. In order to give context to the information risk management process, the key types of 

threats to EWR Co., internal and external to the Company are updated within the Data 

Procedure every six months. These threats are not hypothetical examples. In common 

with all UK government entities, the Department for Transport and its constituent 

bodies have been subject to a growing number of each type of Cyber attacks each year. 

Similar threats also apply to commercial entities processing or holding information on 

behalf of EWR Co. 

5.3. Information Assets 

5.3.1. A holistic approach will be taken when assessing information risk within and across the 

EWR Co.’s activities. This means that all Information Assets will have proportionate 

controls in place that allow Information Assets to be fully exploited whilst managing the 

risks.  

5.3.2. Information Assets may be held electronically, in hard copy, and in a range of formats 

such as video and audio.  

5.3.3. Criticality of Information Assets will be recorded according to the risk posed to the on-

going function, operation, and ability for EWR Co. to realise its objectives. 

5.4. Business Critical Information Assets 

5.4.1. In order to ensure that the information risk management process is focused on assets 

that are most critical to the business, EWR Co. shall ensure that all Business Critical 

Information Assets (BCIAs) are individually identified, recorded and managed in 
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accordance with this Policy. A BCIA is defined as “a body of knowledge / information 

that, if access to it were denied (lost, unavailable, compromised or stolen) EWR Co.’s 

business and ability to fulfil its obligations as part of UK Critical National Infrastructure 

would cease to function.” 

5.4.2. It will be noted that, in addition to BCIAs, some assets will require sensitive handling for 

reasons of legal compliance – notably, personal data. In addition, there may be 

Information Assets that are critical to the workings of EWR Co. but which are not held 

or owned by the organisation itself. 

5.5. Information Risk Appetite 

5.5.1. The SIRO, with the Board, shall set the Information Risk Appetite, then agree risk 

tolerance with the IAOs of each business area. EWR Co.’s Risk Appetite is set out in the 

Data Procedure. 

5.5.2. If for any reason operational requirements require a specific unit or business area to 

reduce the agreed level of Information Risk Appetite, then a risk balance case shall be 

presented to the SIRO or, where applicable, the Board for formal approval, and the 

decision recorded. 

5.6. Roles and Responsibilities 

5.6.1. The management of Information Risk is an integral part of management and operational 

practice. Every individual within EWR Co. is therefore responsible for identifying and 

managing risk. The following individuals have specific risk management responsibilities, 

accountability and authority, as part of their existing roles. 

5.6.2. The SIRO is accountable for the governance of Information Risk across EWR Co. This 

includes ensuring that key risks are appropriately logged on the corporate Risk Register. 

Processes shall also be in place for the monitoring of reported Information Security 

incidents. 

5.6.3. The IAOs are responsible for identifying and managing Information Assets within their 

operational or business area. 

5.6.4. The Information Governance Manager (currently Head of IT) is responsible for day-to-

day operational monitoring of Information Governance and information handling. Roles 

and responsibilities are described in more detail in the Information Governance Policy.  

5.6.5. The Board shares collective responsibility for the success of EWR Co., including the 

effective management of risk and compliance with relevant legislation. The Board 

supports the SIRO by providing strategic direction and leadership to the organisation. 

5.6.6. EWR Co. Board shall require the SIRO, supported by the IAOs, Information Governance 

Manager (currently Head of IT) and relevant teams, to fully monitor and report on 

compliance activities required to provide assurance that its Information Risk 
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Management and Cyber Security activities are in accordance with the standards set out 

in all standards and relevant legislation. 

5.6.7. The EWR Co. Board shall require the SIRO, to report annually on the activities list above. 

The annual report shall highlight the risk appetite set by the SIRO, the Information 

Assets held by EWR Co., the processes in place to manage risk and incidents that arose 

in the year.  

5.7. Data Protection Regulations 

5.7.1. EWR Co. must ensure that personal data and information held and processed by the 

organisation or held and processed on its behalf by Third Parties, is handled in a safe 

and secure manner which complies with legislation and best practice relating to data 

protection and confidentiality.  

5.7.2. EWR Co. shall fully support and comply with the principles of the Data Protection Act 

(DPA) of 2018. DPA 2018 updates and replaces DPA of 1998 and came into effect on 

25th May 2018. DPA 2018 applies the standards set out in the EU General Data 

Protection Regulation (GDPR) but has been amended to reflect the national context.  

5.7.3. EWR Co. shall register annually with the Information Commissioner’s Office (ICO). This 

is a requirement placed upon the organisation as a body that manages and processes 

personal data. Supporting information on the relevant legislation and EWR Co.’s 

obligations under these is available in the Data Procedure and in the subsequent 

sections of this Policy document. 

5.8. Information Handling and Classification 

5.8.1. Different types of information carry varying degrees of sensitivity and need to be 

handled accordingly. The proper classification of Information Assets is vital to ensure 

appropriate and proportionate controls to keep information secure.  

5.8.2. Adherence to both this Policy and the Data Procedure will provide EWR Co. with 

assurance that correct information classification and handling methods are being 

applied in order to facilitate effective operations. 

5.8.3. EWR Co. shall conduct periodic testing of information security handling procedures to 

maintain and improve Employee awareness of the procedures and the actions required. 

This will include procedures with Third Parties/Suppliers. 

5.9. Records Retention and Destruction 

5.9.1. The destruction of records is irreversible and could have serious consequences that 

would be detrimental to the reputation of EWR Co. and the delivery of its services.  

5.9.2. EWR Co. will ensure appropriate measures are in place to prevent irreversible errors in 

procedures by the organisation’s Employees regarding the retention and disposal, 
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including destruction, of records. It is intended to minimise the risks when handling 

records throughout their information lifecycle. Mishandling and failure to adhere to this 

Policy could result in a breach of statutory obligations and could impact the wellbeing 

of Employees and the reputation of EWR Co. 

5.10. Digital Obsolescence and Data Preservation 

5.10.1. EWR Co. collects and maintains substantial amounts of digital information regarding 

EWR Co.’s operations. The information that the organisation collects and maintains is 

used to facilitate the wellbeing of Employees, and to maintain its operations. Therefore, 

it is essential that digital information can be managed in a way that will ensure the 

effective long-term use of the data. 

5.10.2. The objective of managing Digital Obsolescence and Data Preservation is to ensure that 

EWR Co.’s digital resources remain authentic and accessible in the future to anyone who 

needs them.  

5.11. Subject Access Requests  

5.11.1. A SAR is the process by which an individual asks to find out what personal data is held 

about them, why it is held and how that information is used. Data subjects are entitled 

to ask for this information under Article 15 of the GDPR 2018. Details of handling Subject 

Access Requests under the Act are set out in the Subject Access Requests section in the 

Data Procedure. 

5.12. Third Parties and Supply Chain 

5.12.1. All Third Parties working for or with EWR Co. have a role to play in supporting the 

organisation’s Information Security policies and meeting the associated obligations. All 

Third Parties are therefore required to take a proactive approach to Cyber Security – 

namely, the secure handling of information and data, and the provision of secure 

systems and processes. 

5.12.2. All Third Parties and Suppliers shall comply with the EWR Co.’s information security 

policies, legal obligations and associated documentation. Any exemptions shall be 

specifically written and agreed by the Information Governance Manager. Supporting 

detail on the EWR Co.’s expectations for Third Party / Supplier management is provided 

within the Data Procedure. 

5.13. Information Security Incident Management 

5.13.1. In a developing organisation like EWR Co., things will occasionally go wrong. This might 

include unlawful disclosure or misuse of confidential information, recording or sharing 

of inaccurate information, information security breaches and inappropriate invasion of 

people’s privacy. The implementation of GDPR and DPA 2018 requires organisations to 

report certain types of information governance failures, including Cyber and 
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Information Security breaches to the Department for Transport and the ICO (the UK 

supervisory authority). This is irrespective of the media used and includes both 

electronic information and paper records. 

5.14. Information Security Incident Reporting 

5.14.1. EWR Co. needs to ensure incidents are managed such that their impact is minimised and 

any risk relating to service users, Employees, and contractors is reported as required, 

contained and if required, the data subjects are informed. All breaches of Information 

Security, including near miss events, shall be communicated to the relevant Information 

Asset Owner (IAO) and to the SIRO.  

5.14.2. All Information Assets, in all formats, shall be handled in accordance with this Data 

Policy, the Acceptable Use Policy and associated controls. 

5.15. Compliance  

5.15.1. Failure to comply with this Policy may result in a breach of Data Protection Laws. Where 

there is a breach of confidentiality or loss of data or Information Asset, this must be 

reported and managed. Employees found in breach of this Policy may be subject to the 

disciplinary procedures as set out in their Contract of Employment. 
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6. Policy evaluation 

6.1.1. This Policy shall be reviewed every two years or in response to significant changes due 

to security incidents, variations of law and/or changes to organisational or technical 

infrastructure. 

6.1.2. Compliance with this Policy shall be monitored by audits, internal and external, 

commissioned by the Executive Team and reflecting the Information Risk Appetite of 

EWR Co. as indicated in the Information Risk Management Policy.  

6.1.3. Mandatory training courses will be implemented for all employees, completion of 

mandatory training being monitored and reported to Line Managers. 

6.1.4. This Policy is written and maintained by the SIRO on behalf of the Board. Questions 

relating to its content or application will be addressed through the Information 

Governance Structure to the SIRO who is responsible for facilitating communication of 

this Policy throughout the organisation.  


